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POLICY

Each region shall implement an Information Technology (IT) Asset Access
Procedure to control who has access to each IT asset, who can request access
for users of the IT asset, who can grant access for each IT asset and define the
level of IT access for each person.

APPLICABILITY
This policy applies to Regional and Local personnel.

PURPOSE
To assure that all IT systems are secured and that each person only has the
access that each needs to fulfill their job.

PROCEDURE
The following are tasks to be completed at each regional office:

1. The Regional Director shall issue a memorandum naming a Regional IT
Systems Security Manager.



a. This person will have Regional IT Systems Security as a duty on
their job description.

b. This person shall establish and maintain a Regional IT Systems
Request Form to be completed by anyone that is given any access
to any of the various IT systems within the region.

c. This person shall establish and maintain a filing system,
alphabetized by individual last name that contains a copy of all
documents related to granting access to IT systems by each
individual.

2. The Regional Director shall issue a memorandum appointing individuals
who will have the authority to grant access to the various systems
administered in the Region or to request access to State administered
systems.

a. The Regional IT Systems Security Manager cannot be on this list.

b. The letter shall appoint specific individuals for a 12 month period.

c. A new letter will be issued if an individual able to grant access to a
system or systems is replaced, or the assets to which the individual
can grant access changes before the previous letter expires.

d. The letters will be filed by time period and kept indefinitely by the
Regional IT Systems Security Manager.

3. The Regional Director shall issue a memorandum appointing individuals
who will have the authority to request access to the various regionally
maintained systems.

a. The requestors shall be appointed individually for a 12 month time
frame.

b. The letters will be filed by time period and kept indefinitely by the
Regional IT Systems Security Manager.

c. The IT Systems Security Manager will insure that no person is
granted any access to any system, either regional or state, until a
request form is completed.

4. Upon termination or transfer of any employee all access to any IT asset
shall be revoked and or changed to reflect such termination or transfer. It
shall be the responsibility of the IT System Security Manager to insure all
active access rights are revoked or changed as necessary within 5
working days of the termination or transfer.
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